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1 Problem and Motivation

As IoT devices become increasingly prevalent, embedded systems
operating in resource-constrained environments must carefully
account for their energy requirements. These requirements are typ-
ically expressed as the worst-case energy consumption (WCEC), the
maximum possible energy consumed across any possible execution,
and are obtained either through measurement-based profiling or
static path enumeration based analysis.

Both approaches face significant challenges when peripheral
devices such as sensors, radios, and actuators are involved. Periph-
erals maintain internal state that evolves based on the operations
they perform, making them difficult to reason about. Measurement-
based approaches, while realistic, can be difficult to perform and
might not always generalize [1, 4]. Static analyses offer stronger
guarantees but demand accurate modeling of the device.

The stateful nature of peripherals is a particular obstacle for
static analysis. Existing static analyses are insufficient in two key
ways: (1) peripherals are either unmodeled or modeled under overly
restrictive assumptions such as only turning on or off [6], limiting
applicability to a narrow class of devices and programs; and (2) ex-
isting tools impose significant workflow burden, requiring external
tool integration or custom peripheral implementations [7].

To address these limitations, we make use of typestate for pe-
ripherals by encoding a type-level representation of a peripheral’s
modes of operation. While typestate is traditionally used to encode
valid operations for a stateful object, it is also a natural choice for
energy analysis as the power draw for a given peripheral depends
on it’s internal state. We combine it with prior work on automatic
resource analysis in type systems [2] resulting in, to our knowledge,
the first type system to unify these two ideas, enabling symbolic
energy bounds for embedded systems without invasive changes to
programmer workflow. By combining both typestate and automatic
cost analysis, we model a broad class of peripherals without re-
strictive assumptions. Since the analysis is part of the type system,
programmers need not integrate external tools or provide custom
peripheral implementations to obtain energy bounds.

2 Background and Related Work

We organize related work around three pillars: WCEC analysis,
peripheral typestate, and resource-aware type systems, and an
approach combining some of these ideas.

Our goal is to provide a tight, peripheral-aware bound on the
WCEC of embedded systems. Recent prior work for this problem has
typically followed the same high level structure: enumerate all pos-
sible runtime behaviors, and then translate to a formal constraint-
based problem that can be solved with knowledge about the specific
hardware that is being executed. [6, 9-11] Typically this enumer-
ation is done via a static analysis. An approach that stands out is

WoCA [7] which enhances this enumeration by integrating periph-
erals and their modes of operation. In order for the analysis to be
sound and provide accurate bounds, code must be written in a way
that only activates one peripheral device at a time. Additionally,
WoCA requires custom device implementations for using their anal-
ysis, and does not consider processor energy costs. This means that
programs that rely on the processor and do not use peripherals
extensively will have incorrect bounds.

Another approach for analyzing resource consumption is through
the usage of type systems. An established technique used is known
as Automatic Amortized Resource Analysis (AARA) [2].The anal-
ysis associates costs to types that are found in the program, and
derives resource bounds from type inference by solving a linear
program based on the potential method of amortized analysis. The
soundness of these bounds is proven via a cost semantics that de-
fines program resource consumption. This has been used to obtain
bounds on the consumption of a variety of resources such as time
and memory usage for free, motivating our idea of building a type
system for energy analysis. Such a type system can overcome the
challenge of integrating a static analysis, while also providing ro-
bust WCEC bounds, which is why we use it as a foundation for
cost analysis. However, AARA alone is insufficient. The authors
of [2] note that a major weakness of using this approach is that it
lacks knowledge of peripheral behavior, which leaves it unable to
address the first challenge of many prior WCEC works.

This motivates our use of typestate. AARA and similar approaches
lack knowledge of the internal state of peripherals, which is highly
complex and directly affects their behavior and energy consump-
tion. An existing notion for capturing exactly this kind of behavior
is typestate: a type-level representation of the internal state of a
stateful object. The Abacus framework [5] applies this notion di-
rectly to peripherals, providing a Rust-embedded DSL that lets
programmers specify peripheral states and valid operations, then
automatically generates peripheral typestates enforced by the com-
piler. By incorporating the idea of typestate into our type system,
we can address the modeling gap that AARA alone leaves open.
Rather than just having costs associated to types, we instead have
costs associated to peripheral states, which we can represent in the
type system by making use of typestate.

Our goal is to derive tight symbolic energy bounds for embedded
systems by tracking peripheral state directly within a type system
in the style of AARA, obtaining these bounds for free. Since type-
state embeds state in the type level, and AARA is able to derive
bounds through type inference, we are able to combine the two
ideas effectively together. To our knowledge, the closest prior work
to this idea is Performal [12], which analyzes latency in distributed
systems by modeling nodes as state machines. Like peripherals,
distributed nodes have complex internal state whose behavior and
transition costs depend heavily on current state, and Performal



derives latency bounds by tracking both. However, rather than
adopting an external proof framework like what Performal does,
we integrate this analysis directly into a type system. The key in-
sight is that we can use typestate to provide precise peripheral state
information, and AARA to provide precise cost information. By
combining the two, we can then accurately report cost bounds.

3 Approach and Uniqueness

Our type system has two main goals: keeping track of peripheral
state as accurately as possible, and using this information to provide
symbolic energy cost bounds. Our type system achieves these goals
through a novel approach that combines typestate with cost analysis
to provide precise bounds.

3.1 Approach Overview

We have 3 main costs to consider: costs from executing statements
of code on the processor, costs from using peripherals, and costs
from active peripherals in the background. The usage of typestate
helps us to reason about the second and third cost categories in
particular, as peripherals use a different amount of power based
on the current mode of operation. A naive approach that assumes
worst-case power consumption throughout would produce bounds
that are sound but far too conservative to be useful. Precise sym-
bolic bounds therefore require knowing exactly which state each
peripheral occupies at each program point. We model peripheral
state as a lattice with downgrading policies. In our lattice structure,
the partial order s; < s; encodes that a peripheral in state s; can
transition to the state s,. However peripherals do not solely move
up the lattice. Commonly, peripherals return to a prior state upon
completing an operation. We model these “backwards transitions”
via downgrade policies, s; < s;. This is essentially like a state
machine, but we use the lattice structure for ease of modeling.

To accurately report costs, we need to determine what cost is
associated to the peripheral and what is associated to the main
board. To do this, we broadly have 3 types of cost expressions.
C(p : st), represents the cost that depends on a peripheral p existing
in a concrete state. C(p : (st, st”)) represents a cost that depends on
a peripheral p transitioning from one state to another. Additionally,
we represent fixed costs are by C in our cost syntax, adding a
subscript if necessary. We use the max operation to represent the
cost over branches where we cannot determine statically what will
be taken. Our language always requires an explicit state for the
target of a transition, so we always know at least the intended
destination state. We will illustrate this with a running example.

Running Example. The program in the left column of Figure 1
models a simple task using a temperature sensor as a peripheral. The
function log_data takes a temperature sensor, and then transitions
to the Measure state. Afterwards, it performs a measurement and
conditionally writes to a variable. Finally, it powers the sensor
down before returning. The lattice for the temperature sensor is
(Off, Idle,Measure) where Off < Idle < Measure. It also has
downgrade policies Measure < Off and Idle — Off. In the
example, we represent transitions by transition(temp, Measure).
Downgrading is represented by downgrade (temp, Off). We analyze
each statement individually, and add background peripheral costs.
Then, we combine all of the constraints for a total function cost.
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Code Cost Expression
1|fn log_data(temp) -> u64 {
2| transition(temp, Measure) C(temp : (ap, Measure))
3| let res = temp.measure() Cpm + C(temp : Measure)
4| let t =0 Cyp + C(temp : Measure)
5| if(res == 65) {
6 let t =1 max(Cy, 0) + C(temp : Measure)
713
8| downgrade(temp, Off) C(temp : (Measure, Off))
9| return t
103}

log_data cost = C; = C(temp : (g, Measure)) + 3C(temp : Measure)
+ Cp + max(Cyp, 0) + C(temp : (Measure, Off))

Figure 1: Running Example with Cost Analysis

State Inference. In the example, we use C(temp : (@, Measure))
as the first cost expression, which is not something that was men-
tioned previously. The issue is that when we analyze log_data()
on it’s own, we have no knowledge about the state of the temper-
ature sensor. The cost of this function therefore depends on the
entry state of the temperature sensor, which we only know when
log_data() is actually used in the program. One way to provide
this insight is to provide annotations for peripherals. While the
lattice gives us the structure to reason about peripheral states, re-
quiring explicit annotations at every function would be burdensome
and error-prone. Instead, we use a variation of type inference that
we call state inference. To motivate our usage of state inference, we
will consider the examples in Figure 2.

fn main() {
transition(temp, Idle);
transition(temp, Idle); transition(temp, Measure);
let t = log_data(temp); let m = temp.measure();
3 let t = log_data(temp);
¥

Figure 2: Usage example

fn main() {

In this example, we use log_data() in two different ways. On
the left hand side, we first transition the temperature sensor from
Off to Idle and on the right, we have an additional transition from
Idle to Measure. Both possible use cases of log_data() are valid,
since a programmer may want to take additional measurements
before calling log_data(). Requiring programmers to annotate the
entry state of peripherals on functions would force a programmer
to choose between whether a peripheral should be in either the
Idle or the Measure state at the start of log_data(). While having
some sort of state polymorphism can help with this, it can lead to
programmers being overly conservative causing imprecise bounds.

We use Figure 3 as our running example for state inference.

fn main() {
transition(temp, Idle);

temp = [ag ]
temp = [a] = ag],
O=a] =Idlera) < o
let t = log_data(temp); solve(a],® A a; < Measure) = Idle
} temp = [Idle :: Measure :: Off]

Figure 3: Concretization and Inference Example.
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Cost expressione == C
| Clp:st)
| Cp:(st,st'))
| Cp:(ast))
| Clp:a)

| Clawrst] | max(ene) | ea+ée

Figure 4: Symbolic Energy Cost Syntax

Because we do not know the state of a given peripheral on
function entry, we start by assigning it a state variable #—analogous
to type variables. In Figure 3, the initial state variable for temp is
a;. Every time we encounter a transition statement, we create a
new state variable « and push it onto a stack associated with that
peripheral. We represent this stack with [«]. The creation of new
state variables maintains an SSA-like property and the stack allows
us to understand how the peripheral state evolves through time.

Because we transition to the Idle state, we add the constraint
that &) < af since that is required for the transition to be valid.
When we encounter the log_data function call, we combine the
constraints we have collected thus far with any constraints known
within log_data. In this case, we know that temp will transition
into the Measure state, so we have the constraint that &y < Measure,
where aj is the state of temp on entry to log_data. We rename « to
be a] since a] refers to the current state of the temperature sensor.
Then, we take all of those constraints and solve for them giving the
solution a; = Idle. We refer to this process as lazy concretization
of ay since we chose not to solve for it until log_data was called
and we had additional information about the temperature sensor’s
state. On the flip side, we were immediately able to solve for the
state of the peripheral after line 8 in 1og_data since the peripheral’s
state only depends on the state of the peripheral after line 2 which
is fully known. This is what we refer to as eager concretization.

To represent the cost of peripherals in an unknown state prior
to concretization, we have two additional cost expressions. We use
C(p : @) represents the cost of a peripheral being in an unknown
state « and C(p : (a,st)) to represent the cost of transitioning
from an unknown state to a concrete one. Using this information, it
allows us to derive the following bound on the energy consumption
of main: C(temp : (Off, Idle)) + C;[a > Idle] where C; refers
to the cost bound for log_data derived earlier. At the very end of
main, the temperature sensor stack is given by [Idle :: Measure ::
0ff], where the middle state comes from analyzing log_data().

3.2 Type System.

Guided by our examples in Figures 2, 3, we present a core calculus
to formalize this reasoning. Our syntax is shown in Figure 5. We
include explicit transition and downgrade statements so that pro-
grammers can control when peripherals perform a state transition.
To support dynamically inspecting peripheral state and performing
actions based on it, we include a form of state “pattern matching”
viamatch p with st; |- | sty.

Our type system uses additional constructs detailed in Figure 6.
We include the type p to refer to peripheral devices, so that we are
able to determine when we are performing operations that involve
them. We assume a rust-like ownership model, so aliasing is not a

Peripheral Declarations: p ::= id{(so, s1,...,Sn), <,st,D},p | -

Declarations: d == fn f(e,p) :11 = 72 {c;ret :=e},d |-
Commands: ¢ == letx=e
letx = f(e,p)

|

| if e then c; else ¢,
| transition (x, st)

| downgrade(x, st)
|

|

|

clock()
match p with st; — ¢1]...| st, = cn
C1;€2

Expressions:e == x | v | e; binop e;

Figure 5: Syntax

Typing Context ls=x-rl]|-

Types 7 == int|bool|unit|p |7 —

State Constraints @u= a=st|a<st|acst]
P1AQ2| @1V @2

Constraints D= @, |-

Peripheral Context A :x:= p — [a],A]-

Figure 6: Constructs

concern. Our typing judgment for commands takes the following
form:T,A,®,C + ¢ — I", A’, @', C’. The judgment means that given
a typing context, peripheral context, a set of current constraints
and a current cost, evaluating ¢ can update all four of these con-
structs. The typing rules for transition and downgrade maintain
the SSA-like property and add fresh state variables to the periph-
eral’s variable stack. Additionally, they add relevant constraints
to @ so that inference can be performed. At function declarations,
the type system checks the body, performs eager concretization
where possible, and collects necessary constraints to be used at
function calls. At the function call site, constraints from the decla-
ration are combined with current peripheral constraints to perform
lazy concretization. Finally, the sequencing rule combines costs
together, as well as adds the result of the background cost of any
active peripherals that may exist.

4 Results and Contributions

Combining everything together gives a type system that automati-
cally derives symbolic cost expressions for embedded systems with
stateful peripherals, requiring no programmer annotations beyond
peripheral lattice definitions. We are currently implementing this
type system within the Abacus framework using Rust’s proc-macros
system [8]. We aim to integrate with standard peripherals and the
Tock Operating System [3] to test our approach.

Our next steps also include proving a soundness theorem. We are
inspired by soundness theorems from previous AARA works. The
goal is to show that any cost bounds our system provides is a true
upper bound to the cost of executing the program. We report all
of our costs symbolically to programmers reason about the energy
behavior of their code in a hardware-agnostic manner. Given a
pre-existing energy model for an embedded device, programmers
may instantiate these cost expressions for concrete bounds.
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